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Global, passive adversary.

CAN: CANNOT:
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link/device. packets.
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Model how devices modity
headers

which fields
are updated?
NAT = {
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T )w sender: Hp
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H, = # hosts in source network



Share Count Analysis

Model header Model how devices Measure leakage
information leakage modify headers over test path




Share Count Analysis

Model header Model how devices Measure leakage
information leakage modify headers over test path

I E— —D—>®_‘E




Measure leakage over test

path

STEP ONE: Forward test packet
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STEP TWO: Save snapshots at vantage points
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STEP THREE: Group “linkable” snapshots
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STEP FOUR: Find minimum share counts for each group
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Minimum share counts tell us
what the adversary learned

...learn sender? ...learn receiver? ...link flows?
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Minimum share counts tell us
what the adversary learned

...learn sender? ...learn receiver? ...link flows?
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src net share count == 1 dest share count == 1  SENder share count == 1 &&
dest share count == 1
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Open Questions

1 | Automate meta-field and device specs?

From traces? From code? From high-level protocol spec?

2 | Does our model capture all architectures?
Path-based architectures? In-network state (e.g., MPLS, NDN)?

3 | Analyze payloads of common protocols
e.g., DHCP, DNS, & TLS handshake

4 | Analyze instances of an architecture

Use topology and timing to limit share counts?
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