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Sender Src Net Dest FlowSender Src Net Dest Flow

1 1 H 1

Minimum share counts tell us 
what the adversary learned

P-1 P-2

…learn sender? …learn receiver? …link flows?

src net share count == 1 dest share count == 1 sender share count == 1 && 
  dest share count == 1
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Open Questions
Automate meta-field and device specs?1
From traces? From code? From high-level protocol spec?

Does our model capture all architectures?2
Path-based architectures? In-network state (e.g., MPLS, NDN)?

Analyze payloads of common protocols3
e.g., DHCP, DNS, & TLS handshake

Analyze instances of an architecture4
Use topology and timing to limit share counts?

Ease of Use

Generality

Completeness

Completeness
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